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INTRODUCTION
Modern cyber-attacks are processes, not single events. They span all phases of 

the attack lifecycle — from initial exploit, reconnaissance, command and control 

communication, and staging, to theft or destruction of valuable data. This process can 

take hours, days, weeks, or even months and the longer threats lurk in your network, 

the more expensive they become to resolve.

That’s why Gartner has recommended the shift from prevention-focused defense to 

one that prioritizes detection and response. Strong detection methods are critical 

as they alert you to a serious problem, but detection also needs to provide you with 

insights that lead to faster response and a better security outcome. Combining fast, 

comprehensive detection with specific validation and mature response and prevention 
capabilities will enable you to more effectively protect your valuable information and 
your bottom line. But with so many vendors emphasizing their features and so many 

options from which to choose, how do you really know what’s most important?

Based on years of experience protecting the world’s most sensitive data, Fidelis has 

identified key capabilities a modern, automated, integrated security solution requires. 
From preventing or detecting attacks to automating incident response, accelerating 

security operations requires a unified approach that protects your data from internal 
and external threats.
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With the ability to gain a unified perspective of what is happening across 
the network, endpoints and cloud, your Security Operations team can draw 

conclusions faster and therefore remediate alerts more efficiently. 

Achieve visibility across the attack lifecycle: 

Visibility of data leakage and exfiltration tactics, 
techniques and procedures can be achieved with deep 
inspection of content transferring out of the network.

Observe all traffic

Identify activity on devices

See lateral movement 

Data exfiltration visibility

PHASE 1:

PHASE 2:

PHASE 3:

PHASE 4:

It’s important to see content as it goes in and out of 

your network. Scan all network traffic, regardless of 
port or protocol, bi-directionally to reveal the network 

and application protocols, file, and content. 

Monitor all endpoint activity, on and off the network (in 
real-time and retrospectively) to reveal applications, 

processes, mutexes, memory, registry/file reads/writes, 
and network connections that could be indicative of 

malicious activity. By consolidating this information into 

one view, response time can be dramatically reduced. 

Extend visibility by monitoring lateral movement within 

the network. By using a decoy layer, gain visibility into 

attackers and malicious insiders moving laterally as 

they attempt to gain access to valuable information.

To reach maximum efficiency, you must see the big picture: north-south 
traffic, endpoint activity, lateral movement, and data exfiltration. 

Keys to Improving 

Visibility:

  Unified view across 
networks, endpoints, and 

cloud

  Deep, real-time and 

retrospective visibility 

into information flowing 
in-and-out of your 

network

  Detection of data leakage 

attempts in real time and 

retrospectively 

  Deep, real-time visibility 

into what’s happening on 

the endpoints

  Detection of threats in 

real-time and in the past 

using available threat 

intelligence

Visibility is the foundation of security and security 

operations teams ideally need visibility across the 

entire attack lifecycle. 

That’s why so many organizations have invested a 

lot of money over a long period of time acquiring and 
maintaining multiple security systems to achieve 

some level of visibility over what’s happening on their 

endpoints, networks, and cloud.

Many of these organizations maintain a security stack 

that includes:

1. SIEM/ Enterprise Security Analytics

2. Network Forensics/ Analytics 

3. Network DLP

4. Advanced Malware Protection

5. Intrusion Prevention Systems

6. Secure Web and Email Gateways

7. Firewalls

8. System Vulnerability Management

9. Endpoint Protection Platform

10. Endpoint Detection and Response

11. Endpoint DLP

12. Host Firewall/IDS

The problem with this situation is that it leaves 

enterprises with fragmented and selective visibility 

that’s distributed across multiple, disparate systems. 

That’s why it’s not uncommon to walk into a security 

operations center and see analysts with numerous 

screens arranged around them. 

http://twitter.com/intent/tweet?text=Check%20out%20these%20Five%20Must%20Haves%20to%20Automate%20and%20Accelerate%20Security%20Operations%20http://https://bit.ly/2rYJLr2
http://www.linkedin.com/shareArticle?mini=true&url=https://bit.ly/2rYJLr2
http://www.facebook.com/sharer/sharer.php?u=https://bit.ly/2rYJLr2
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Data capture of network and endpoints provides contextual perspective  
for the most effective detection possible. 

Hindsight is 20/20. Yet many vendors ignore this truth, focusing instead 

only on real-time detection and prevention. Systems utilizing a real-time 

only approach essentially operate with half the visibility — they can only 

focus on the present. They are clueless about what has happened in the 

past. This approach doesn’t allow us to learn from past breaches. Also, 

enterprises have no means of detecting an attacker’s movement once 

they are inside the network. Only when the attacker chooses to exfiltrate 
data, can their location be compromised.

The reality of successful breaches and lengthy dwell times clearly 

demonstrates the shortcomings of a real time-only approach. These 

failures can be extremely painful and expensive; often, they occur 

because teams couldn’t apply current threat intelligence to a historical 

record of activity to find threats and exploits already lurking in the 
network and hiding on endpoints.

To accelerate security operations, automate incident response, and 

prevent data breaches, you need to be able to “look-back” and identify 

behavior you didn’t know was malicious at the time it occurred. You 

need a system that extracts and stores rich, descriptive information 

(metadata) about everything that happens on the network and the 
endpoints — whether the system thinks it’s bad or not — and then 

automatically applies new threat intelligence to that metadata. 

With look-back, you can detect attacks that began in the past and 

attacks that can only be detected by looking for a pattern of behavior 

that occurs over time. These capabilities allow your security teams to 

retroactively hunt threats that may have breached your perimeter, and 

create a comprehensive timeline of the attack before formulating an 

appropriate and rapid response. 

Look-back (non-selective memory) and retrospective detection can 
allow your security team to contain an attack before it seriously 

damages your organization. Without it, an attacker maintains the 

advantage of only needing to be right once — once they get through your 

real-time defenses, attackers can move around the network and pursue 

their mission relatively unencumbered, without concern for detection. 

However, once the attackers have breached your defenses, letting them 

complete their mission undetected is a massive security operations 

failure. This is where an active post-breach defense comes into play. By 

deploying decoys of your key assets and setting up breadcrumbs to lure 

attackers to the decoys, you can track their movement and force them 

to reveal their position. Once they have revealed their position — without 

taking hold of your sensitive data — it is easier to remove them from 

your system. 

When you have look-back and historical detection along with an active 

post-breach defense, an intruder that breached the perimeter doesn’t 

get a free pass.

Dwell Time:  

The interval of time 

during which a threat 

actor has undetected 

access in a network 

before discovery.

Keys to Detecting 

Threats: 

  Ability to extract and 

store rich, descriptive 

information

  “Look-back” abilities 

to identify behavior 

that you didn’t know 

was evil at the time it 

occurred 

  Strategy around 

automated deception 

that enables an active 

post-breach defense 

  Ability to detect  

threats with a variety 

of detection techniques 
including machine 

learning, sandboxing, 

etc. 

GLOBAL BREACH DETECTION TIME

201
days

2016

191
days

2017

These statistics were reported in Ponemon’s 

2017 Cost of Data Breach Study which was 

independently conducted in June 2017.

http://twitter.com/intent/tweet?text=Check%20out%20these%20Five%20Must%20Haves%20to%20Automate%20and%20Accelerate%20Security%20Operations%20http://https://bit.ly/2rYJLr2
http://www.linkedin.com/shareArticle?mini=true&url=https://bit.ly/2rYJLr2
http://www.facebook.com/sharer/sharer.php?u=https://bit.ly/2rYJLr2
https://info.resilientsystems.com/hubfs/IBM_Resilient_Branded_Content/White_Papers/2017_Global_CODB_Report_Final.pdf
https://info.resilientsystems.com/hubfs/IBM_Resilient_Branded_Content/White_Papers/2017_Global_CODB_Report_Final.pdf
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Legacy threat detection systems can be very “noisy”, often flooding 
security analysts with notifications about innocuous business activities 
and passing on the alerts to security analysts for handling — validation 

itself is a human task. With the growing staff crunch, there are not 
enough analysts to throw at the growing pile of alerts. To make matters 

worse, alerts often grow as the same artifact or behavior is detected 

at different stages of the attack lifecycle. One rule may trigger an alert 
based on signature matches. A sandbox may trigger another alert. 

But both alerts may originate from the same attack process. This 

duplication only adds to alert fatigue. 

Automation is the key: a centralized alert pane that automatically 

correlates and collects related alerts under the highest priority alert. 

Intelligent grouping of related alerts and affected endpoints enables 
security teams to focus on those that really matter, so they can 

respond quickly and effectively to interrupt the attack process before it 
irreparably harms the targeted organization.

To prevent alert fatigue you need to automatically validate alerts and 

create actionable, contextually rich information about alerts as they 

come in. To do this effectively, you need a system that:

•  Automatically determines whether threats that traversed the 

network actually affected the endpoint(s);

•  Automatically prioritizes and highlights validated alerts (alerts that 
are determined to have succeeded);

•  Assembles rich, alert-related information from the network and 

the endpoint(s), and presents it to the security operator in a single, 
coherent view;

•  Enables security analysts to quickly “drill down” into an alert, 
automatically extract embedded artifacts and perform downstream 

analysis;

•  Enables analysts to see everything that happened before and after 

the event that caused the alert;

•  Enables security analysts to take containment or remediation 

actions directly from the alert screen; and 

•  Uses machine learning techniques to prioritize the types of alerts 
that matter. 

The most proactive systems also prevent threats that trigger validated 

alerts from propagating to other systems in the enterprise. This 

proactivity empowers security teams to adopt a “solve-it-once” stance. 

This validated-alert approach also alleviates the immense security 

burden typically placed on counterparts in IT. Rather than IT having 

to hunt down suspected machines, collect memory dumps and 

requested data, and then ask the security team if they got everything, 
a modern detection and response solution now performs those steps 

automatically.

32

Reduce alert ‘noise’ by prioritizing consolidated alerts and ensuring real-time 
alert validation. 

Keys to Reducing 

Alert Fatigue:

  Automatically deliver 

real-time alert 

validation across 

endpoints and network

  Automatic prioritization 

and highlighting of 

validated alerts based 

on IoCs and threat rules

  Reduce or eliminate 

existing investigation 

and workflow steps

  Use a system that 

facilitates automated 

response including 

file quarantining and 
execution prevention

FACT

FIDELIS STATE OF THE SOC REPORT

A recent study revealed that 

of companies can’t triage HALF 

of their security alerts each day

can’t triage a quarter of their 

daily alerts.

83%

62%

while

http://twitter.com/intent/tweet?text=Check%20out%20these%20Five%20Must%20Haves%20to%20Automate%20and%20Accelerate%20Security%20Operations%20http://https://bit.ly/2rYJLr2
http://www.linkedin.com/shareArticle?mini=true&url=https://bit.ly/2rYJLr2
http://www.facebook.com/sharer/sharer.php?u=https://bit.ly/2rYJLr2
https://www.fidelissecurity.com/resources/state-soc
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Automating detection and response can shorten response times to minutes 
or seconds — not days or hours. 

Cybersecurity Ventures 
estimates there will be  
3.5 million unfilled 
cybersecurity jobs  
by 2021.

CYBERSECURITY VENTURES 

Keys to Automating 
Detection and 
Response

  Automate response 

actions network 

isolation, process 

information, memory 

analysis, suspicious file 
deletion, file collection 
and custom script 

execution

  Give junior analysts 

complete insight, 

so they can quickly 
draw conclusions and 

complete investigations

  Use a system with 

access to custom 

scripts and an 

integrated telemetry 

feedback loop

•  Automate presentation of context-

based alerts to include key alert 

information, the full sandbox 

execution report, a link to the entire 

network path and all endpoint activity 

before and after the violating activity, 

and asset information 

•  Automate alert prioritization based on 

past actions taken by analysts 

•  Group relevant alerts and events 

•  Improve prevention efficiency by 
automating packet drops by sending 

a network TCP reset on any Network 

sensors 

•  Automate email management i.e. 

quarantine, reroute, attachment 
management 

•  Automate the redirection of web 

pages

•  Quickly identify and block known and 

unknown malware on endpoints with 

powerful signatures and heuristics

•  Quarantine files, block file execution

•  Prevent process execution on 

endpoints (not only files)

•  Mitigate data loss by identifying 

information that has left your 

network and taking appropriate 

action to prevent further leakage

•  Set up rules to automate endpoint 

response such as isolating the 

compromised endpoint if a specific 
alert rule has been triggered

•  Where necessary, automate further 

investigation such as dumping 

memory or running vulnerability 

scans on compromised endpoints

•  Save time with automated rollback 

to restore a computer to a specific 
backup point (prior to infection) 

Automate Prevention Automate Response 
Automate Investigation  

and Enrich Alerts

Efficiency gains are at a premium and automated investigation and response playbooks are vital, especially since security teams are severely 
short-staffed and there is a lack of skilled security analysts. Ideally, response automation enables companies to isolate a compromised or suspected 
endpoint from the network, perform memory and process analysis or file collection, and kick off bespoke response scripts — all with a single click. 
The ability to automate manual tasks such as gathering forensic data from affected or suspected systems is something modern systems must deliver. 

Yet, while everyone talks about automation, few modern security vendors deliver the full spectrum of standard and customized automation required 
to fully protect your business information while also helping your teams work faster and smarter. One key thing to note is that automation without 

appropriate context has the potential to backfire on a security analyst. Just automating tasks without understanding why they are being performed 
can be dangerous and counter-productive. If the threat is affecting the entire network infrastructure and all its endpoints, it is necessary for the 
analyst to understand the threat behavior and gain appropriate context before choosing the correct way to respond to the threat.

Every enterprise handles response workflow automation differently based on their specific requirements and capabilities; as a result, companies 
need customizable, extensible approaches that empower them to respond to validated alerts — in their unique environments — within seconds, not 
days or hours Here are some key ways to integrate automation into your Security Operations to maximize efficiency.

http://twitter.com/intent/tweet?text=Check%20out%20these%20Five%20Must%20Haves%20to%20Automate%20and%20Accelerate%20Security%20Operations%20http://https://bit.ly/2rYJLr2
http://www.linkedin.com/shareArticle?mini=true&url=https://bit.ly/2rYJLr2
http://www.facebook.com/sharer/sharer.php?u=https://bit.ly/2rYJLr2
https://cybersecurityventures.com/jobs/
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Combine visibility, threat intelligence and context for faster detection  
and response. 

Since many network security solutions aren’t tightly integrated with 

other components of the security stack, it is hard for security teams 

to quickly determine if a suspected incident took place on desktops, 
servers, laptops, on-premises, or in the cloud. This gap makes it 

challenging for analysts to discover what really took place; it also 

makes it nearly impossible to quickly — and accurately — decide 
on which alerts to focus. Also, because traditional perimeter, log 

and signature-based security solutions cannot track the attacker’s 

movements, it is difficult to pinpoint their exact location on the 
network or on an endpoint.

When analysts do respond to an incident, determining which systems 

are potentially compromised — and then retrieving data from them 

— can take days or in some cases even weeks. This is because once 

the attacker breaches the network, they can lay low for days looking 

quietly for the information they seek before revealing their positions. 
Manual investigations require involvement from other departments 
and the use of multiple point solutions is time-consuming. Information 

is therefore difficult to correlate and insights are limited. 

With security teams already stretched thin, there simply aren’t 

enough qualified resources available to adequately keep pace with 
the growing number of alerts. It’s evident security teams need help 

and smart automation can quickly validate and prioritize what needs 
attention now.

Analysts need an automated detection and response platform that 

combines network breach detection, endpoint detection and response, 

data loss prevention, and active deception to:

•  Increase detection accuracy;

•  Confirm and stop data theft by inspecting the content of all 
outgoing network traffic;

•  Strengthen the security stance by identifying and responding to 

targeted attacks — throughout the entire threat lifecycle;

•  Achieve deeper insights through consolidated and correlated 

information that automatically delivers context about what 

happened before and after an alert, enabling the security team to 

quickly investigate — and ultimately resolve — the incident; and

•  Monitor and track an attacker or malicious insiders’ movements 

within the network by directing them to decoy assets using 

breadcrumbs steering them away from real, valuable data.

Keys to Gaining 

Critical Context

  Automated alert 

validation that queries 
endpoint event history to 

confirm if the suspicious 
action occurred 

  Unified threat detection, 
prevention and response 

across networks, 

endpoints and cloud 

applications

  Actionable context that 

shows what occurred 

before and after an alert, 

including activities such 

as process execution, 

files written, and registry 
entries created or 

altered

  Empower analysts to 

further investigate or 

respond to an alert 

by taking action from 

the alert page, such 

as isolating endpoints, 

analyzing memory, 

deleting or collecting 

files, and running scripts

http://twitter.com/intent/tweet?text=Check%20out%20these%20Five%20Must%20Haves%20to%20Automate%20and%20Accelerate%20Security%20Operations%20http://https://bit.ly/2rYJLr2
http://www.linkedin.com/shareArticle?mini=true&url=https://bit.ly/2rYJLr2
http://www.facebook.com/sharer/sharer.php?u=https://bit.ly/2rYJLr2
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Fidelis Cybersecurity provides unique, patented contextual 
perspective with visibility across your networks, endpoints 

and cloud in one platform. This enables you to detect 

threats and data leakage attempts faster and more 

effectively with automated investigation and response. 
Combining contextual perspective with machine learning, 

sandboxing, threat intelligence and active deception 

defenses ensures more effective threat detection across 
your entire enterprise. 

Fidelis unifies and operationalizes these security 
capabilities through the Fidelis Elevate platform, the only 

solution that automates detection and response of both 

attacks on your enterprise and data leakage. 

By integrating network visibility, endpoint detection and 

response, data loss prevention and deception, Fidelis 

Elevate provides understaffed and overwhelmed security 
teams with greater context, enriched analysis and 

automated workflows. 

This enables your security team to focus on the most 

urgent threats rather than spending precious time 

validating and triaging thousands of alerts. Fidelis Elevate 

improves the efficiency of Security Operations across the 
full threat lifecycle.

CONCL

INTRODUCING FIDELIS ELEVATE™ — YOUR FORCE MULTIPLIER 
FOR AUTOMATING DETECTION AND RESPONSE.

See how Fidelis Elevate  
can help you protect your  

sensitive data through automated 
detection and response. 

Schedule a DEMO

FIDELIS AUTOMATED DETECTION & RESPONSE ARCHITECTURE. COMPLETE. INTEGRATED. AUTOMATED.

RESULTS 

Response

Improve Security Operations Efficiency with Accelerated Response

Unified UX & Presentation Automated Validation Assisted Investigation Guided Remediation

HOW IT WORKS 

Detection  
& Prevention

Detection and Prevention Across All Phases of the Attack Lifecycle

Static Dynamic Retrospective

Signatures 
(Atomic)

Rules (Multi- 
Dimensional)

Emulation  
& Heuristics

Decoy & Bread-
crumb Behavior

Sandbox  
Behavior

Endpoint  
Behavior

Network  
Behavior

Signatures  
& Indicators

Machine  
Learning & AI

Real-Time Detection 

and Prevention
Real-Time Detection Non Real-Time Detection

THE FOUNDATION 

Visibility

Broad and Deep Visibility Over Networks, Endpoint, and Cloud (Real-Time and Historical)

Network: Packets, Sessions, Content and Context, across All Ports & Protocols Endpoint: Processes, Files, Vulnerabilities, Network, Memory, across Multiple OSs

http://twitter.com/intent/tweet?text=Check%20out%20these%20Five%20Must%20Haves%20to%20Automate%20and%20Accelerate%20Security%20Operations%20http://https://bit.ly/2rYJLr2
http://www.linkedin.com/shareArticle?mini=true&url=https://bit.ly/2rYJLr2
http://www.facebook.com/sharer/sharer.php?u=https://bit.ly/2rYJLr2
https://www.fidelissecurity.com/schedule-demo
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MUST HAVE #1

See What Comes In and  

What Goes Out.

Can the one solution you’re 

considering:

YES / NO Give you deep and broad 

visibility of the network — 

packets, sessions, content 

and context across all 

ports and protocols?

YES / NO Give you deep and broad 

visibility across all 

endpoints — processes, 

files, network and memory 
across multiple operating 

systems?

YES / NO Give you unified visibility 
across network, endpoint, 

and the cloud?

YES / NO Allow you to setup 

decoys and breadcrumbs 

within your network to 

visualize your attackers 

movements?

YES / NO Detect data leakage 

attempts in real time and 

retrospectively?

MUST HAVE #2

Detect Threats With Historical 

and Real-Time Context.

Can the one solution you’re 

considering:

YES / NO Automatically extract and 

store rich, descriptive 

information metadata) 

about all network and 

endpoint behavior (“non-
selective memory”)?

YES / NO Automatically apply 

current threat intelligence 

to historical data to 

identify previously 

undetected attacks 

that began in the past 

(automated hunting)?

YES / NO Provide retrospective 

detection capabilities to 

contain an attack and 

mitigate its damage?

YES / NO Detect attacks by looking 

for a pattern of behavior 

that occurs over a period 

of time?

YES / NO Pinpoint “Patient Zero” and 

all affected machines, not 
just the one that triggered 

the alert?

YES / NO Actively track and monitor 

an attacker/malicious 

insider’s movements 

within your network?

MUST HAVE #3

Alert Focus, Not Alert Fatigue. 

Can the one solution you’re 

considering:

YES / NO Automatically deliver 

real-time alert validation 

across the network and 

endpoints?

YES / NO Provide automatic 

prioritization and 

highlighting of validated 

alerts based on IoCs and 

threat rules?

YES / NO Reduce or eliminate 

existing investigation and 

workflow steps

YES / NO Use a system that 

facilitates automated 

response including 

file quarantining and 
execution prevention

YES / NO Reduce average elapsed 

response time and time to 

remediation?

MUST HAVE #4

Automate Response 

Playbooks.

Can the one solution you’re 

considering:

YES / NO Automate all response 

actions: network isolation, 

process information, 

memory analysis, 

suspicious file deletion, 
file collection and custom 
script execution?

YES / NO Give junior analysts 

complete and 

understandable insight, 

so they can quickly make 
decisions and complete 

one-click investigations?

YES / NO Provide access to a rich 

community of users who 

share custom scripts?

YES / NO Provide an integrated 

community and telemetry 

feedback loop, so the 

system can learn?

MUST HAVE #5

Detect and Respond Faster  

Via a Unified Platform 

Can the one solution you’re 

considering:

YES / NO Provide unified threat 
detection, prevention and 

response across networks, 

endpoints and cloud 

applications?

YES / NO Provide actionable context 

that shows what occurred 

before and after an alert, 

including activities such 

as process execution, 

files written, and registry 
entries created or altered?

YES / NO Provide automated alert 

validation that queries 
endpoint event history to 

confirm if the suspicious 
action occurred?

YES / NO Empower analysts to 

further investigate or 

respond to an alert 

by taking action from 

the alert page, such 

as isolating endpoints, 

analyzing memory, 

deleting or collecting files, 
and running scripts?

INTRO 1 2 3 4 5 CONCL

Fidelis is the leader in automated detection and response. The Fidelis Elevate platform dramatically improves the 
effectiveness and efficiency of security operations by delivering comprehensive visibility, intelligent deception, alert 
validation, and automated response across network and endpoints. Fidelis is trusted by the most important brands in the 
world. See what you’ve been missing. For more information go to www.fidelissecurity.com.   INFO@DIGITALSKILS.PT

AUTOMATE & ACCELERATE YOUR SECURITY OPERATIONS 

5 Must-Haves to Rev Up Threat Detection & Response
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Welcome
The Forrester Wave™: Cloud Workload Security, Q419 Report is an independent evaluation published by leading global 

research and advisory firm Forrester that provides an excellent overview of the security challenges posed by the transition to 
cloud-based environments—and discusses the cloud workload security solutions best poised to address them.

The report outlines the need for comprehensive solutions, designed to address the quickly shifting needs of cloud-based 
environments, and presents a clear picture of the most significant providers in the space. Using a 30-criterion evaluation, 
Forrester analyzed, assessed, and scored thirteen cloud workload security (CWS) providers—all focused on the protection of 
cloud-based data, infrastructure, and applications (including cloud-hosted servers, containers, IaaS services, and serverless 
compute models).

Download the complete Forrester Wave Report

In this eBook, we’ll offer a detailed exploration of four criteria that we think are critical to cloud workload security. By reading 
this eBook, you’ll gain an understanding of these areas of importance, and you’ll see why we think Forrester ranked Fidelis 
CloudPassage Halo® 5 out of 5 in each.

How to use the Cloud Workload  

Security Report

While you don’t have to read the full report to gain 
value from this eBook, you can achieve deeper 
learning by reviewing the scoring models in the report 
closely to ensure they align with your own priorities 

and needs. Nobody knows your environment like you 
do. You can also use the discussions in this eBook, 
with or without reading the full report, for an in-depth 
look into each of the criteria we feel are most relevant 
to those seeking a comprehensive, unified cloud 
security solution to handle the growing needs of 
today’s distributed environment.

The four criteria we’ll cover in this  
eBook include

1. API-Level connectivity and API Control for 
IaaS and PaaS 

2. Containerization and Container Orchestration 

Platform Protection

3. Scalability of Protected Cloud Instances and 

Protected Containers

4. Centralized Agent Framework Plans
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Fidelis Halo was ranked by Forrester as a Strong Performer in Cloud Workload Security, receiving a score of five (5) out of 
five (5) in seven different criteria. And, we were the only provider evaluated to receive the highest scores possible in all of the 
four criteria outlined above.

Scalability of  Protected Cloud Instances and Protected Containers
As the industry standardizes on instantly deployable and highly scalable infrastructure-as-code environments, 
scalability becomes a key requirement for security tooling. Rapid and dramatic increases in load often occur as 
customer environments burst or scale and security platforms need to adjust instantaneously, with zero operational 
overhead for the customer, to secure new assets. Transparent and effortless security deployment and scalability 
are critical for a robust cloud workload security solution.

Centralized Agent Framework Plans
Cloud environments are full of diverse assets that require appropriate agents and sensors to properly secure. A 
robust, unified framework is required to deploy, track, and coordinate these various agents and sensors. It must be 
able to rapidly deploy at an arbitrary scale, on a variety of systems, across scattered locations, all while maintaining 
secure, consistent, and reliable communication. Centralized agent frameworks must encompass all those attributes, 
and must also have the ability to self-verify, heal, and automatically update to provide comprehensive, adaptable, 
and scalable security coverage.

Securing Workloads in the Cloud
Cloud Workload Security requires tools and practices that are designed for the cloud. While the Forrester report evaluated 
cloud workload security providers based on several criteria, we believe that the following four are critical to cloud 
workload security:

Containerization and  
Container Orchestration 
Platform Protection 
The use of containerized infrastructure requires 
more than just the hardening of the containers 
themselves. Hardening of the hosting and 
orchestration layer is critical—as is increased 
visibility into containerized stacks and lifecycles.

API-level Connectivity and  
API Control for IaaS and PaaS 
Amazon Web Services (AWS), Microsoft Azure, 
and Google Cloud Platform (GCP) enable high 
rates of change and scalability, but you can’t 
secure them with traditional tools. Secure API-
level connectivity and control require built-in 
configurations for security assurance, best 
practice, evaluation, monitoring, and compliance.
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Fidelis Halo: A Strong Performer in Cloud Workload Security
Designed from the ground up to address the unique challenges of the cloud computing environment, Fidelis Halo provides 
a unified, battle-tested platform. This is one of the reasons we believe that Forrester says this about Fidelis in the report:

Our takeaway: A comprehensive  
solution is critical

We’re pleased to have been included in Forrester 
Wave: Cloud Workload Security, Q4 2019 Report, 

which we think is an important reference for 
enterprises seeking to adopt a cloud workload 

security platform. We encourage you to leverage 
the insights in this eBook to evaluate Fidelis Halo 
as an industry-leading option for securing your 
cloud environments.

“We recommend the solution to those clients that need a single 
vendor for agent-based and agentless protections for guest OSes, 
AWS and Azure compute, and containers.”

When we launched in 2010, our ground-breaking innovations received the first-ever patents granted in the cloud security 
domain. Today, we safeguard cloud infrastructure for some of the world’s most recognized brands. We’ve achieved this 
success by focusing on the areas of control we identified as critical to every complete cloud security solution.
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In its report, Forrester advises customers to seek out 
cloud security solution providers which: 

“Offer solutions for guest operating system  
native protection”

“Provide templatized API-level configuration 
management to IaaS and PaaS platforms”

“Secure container runtimes and orchestration  
platforms natively”

We believe these critical factors align with the strategic 
components of Fidelis Halo—and we believe that the 
report validates our efforts to provide a comprehensive, 
unified cloud security platform.

http://www.fidelissecurity.com
http://www.fidelissecurity.com
http://www.fidelissecurity.com
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API-level Connectivity and API Control for IaaS and PaaS
The “Forrester Wave: Cloud Workload Security, Q4 2019” report published by leading global research and advisory 
firm Forrester, Inc. provides an excellent overview of the security challenges posed by the transition to cloud-based 
environments and discusses the cloud workload security solutions best poised to address them. One important criterion is 
API-level Connectivity and Control for IaaS and PaaS.

Application infrastructure has always been complex. The big bang of cloud computing created an ever-expanding universe 
of new infrastructure services and resources available on-demand from IaaS and PaaS platforms like Amazon Web 
Services, Microsoft Azure, and Google Compute Platform. When combined, this universe of resources represents a mind-
numbing set of potential permutations. Cloud computing and DevOps also drive the speed and volume of changes to levels 
almost guaranteed to overwhelm traditional security approaches and technologies.

Achieving security visibility and control in these new environments are key needs discussed in the Forrester Wave and 
other research. Fulfilling these needs typically involves automation that leverages the cloud provider’s APIs to discover, 
assess, and monitor services and resources in IaaS environments. Forrester refers to this overall capability as “API-level 
connectivity and control for IaaS and PaaS”.

The Fidelis Halo platform is purpose-built for the cloud, providing automated security and compliance management across 
public and hybrid cloud environments. In The Forrester Wave: Cloud Workload Security, Q1 2019 report, Fidelis Halo 
received the highest possible score (5 out of 5) in the API-level connectivity and control for IaaS and PaaS criterion. This 
blog explores this criterion.

About API-level Connectivity and Control for IaaS and PaaS
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In the Key Takeaways section of “The Forrester Wave: Cloud Workload Security, Q4 2019”, Forrester states  
the following:

“As on-premises security suites technology becomes outdated and less effective to provide 
comprehensive support for cloud workloads, improved broad coverage support for guest/host OS; 
API-level connectivity to the infrastructure-as-a-service (IaaS) and platform-as-a-service (PaaS) 
platform; and container orchestration and runtime platforms will dictate which providers lead the pack.”

If API-level connectivity and control will be a defining trait of cloud security leaders, the implication seems clear—this capability 
is important to customers. The Forrester report states that cloud workload security customers should seek vendors that:

“Provide templatized API-level configuration management to IaaS and PaaS platforms. You can’t 
control Amazon Web Services (AWS), Azure, or Google Cloud Platform (GCP) using old school, 
onpremises CMDB tools. Instead, you want tight control over instance and storage creation and 
network connectivity. Best practices, vulnerability, and compliance templates (CIS, CVE, or HIPAA) 
built into and consistently updated by vendors for managing configurations are key differentiators in 
this area.”

Clearly this capability is important. But what exactly is “API-level connectivity and control”, why is it important, and what can it do?

http://www.fidelissecurity.com
http://www.fidelissecurity.com
http://www.fidelissecurity.com
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API-level connectivity and control uses cloud provider APIs  
to automatically discover, inventory, assess, monitor, and 

control IaaS and PaaS environments. The scope of these 
features typically includes infrastructure resources  
and services in the IaaS/PaaS account, as well as the 
account itself.

This basic functionality must be able to handle the dynamic, 
diverse and distributed nature of cloud infrastructure. 
Just a few of the additional capabilities needed include 
customizable policy and rule templates, data 

normalization across IaaS/PaaS providers, easy 

integration with cloud provider environments,  

and scalability. 

Many industry terms are synonymous with “API-level 
connectivity and control for IaaS and PaaS”. A few of  
these include:

• Cloud security posture management (CSPM)

• Cloud workload security assessment and monitoring

• Continuous cloud compliance monitoring

• Cloud infrastructure security

• IaaS security

Regardless of the name, the concept is deceptively simple:

• Connect to a cloud provider API

• Retrieve data points relevant to security and compliance

• Evaluate that data against standards

But as always, the devil is in the details. Scalability issues, 
impact on API limits, cross-cloud portability, multi-cloud 
data normalization, and correlation with other security and 
compliance data are all problems that a successful solution 
must handle. Later in this blog, we’ll cover how Fidelis Halo’s 
implementation tamed these issues well enough to achieve a 
5 out of 5 score.

For now, let’s consider why these capabilities are important 
and what you can do with them.

Why API-level connectivity and control for 
IaaS and PaaS is important 
Application programming interfaces (APIs) have been a 
critical part of application stacks for decades, most often 
related to the software itself. Cloud computing has made APIs 
central to the successful adoption of DevOps, continuous 
delivery, and infrastructure automation. Infrastructure today is 
really just more code, quickly and easily iterated across huge 
numbers of resources.

This trend in cloud infrastructure makes API-level connectivity 
and control important capabilities for security and compliance. 
Here are some of the most important reasons why.

APIs help keep up cloud speed and scale 
API-driven speed and agility results in a massive increase 
in change velocity. Every change introduces the potential for 
harm, and those risks must be managed as changes occur. 
Without a way to keep up with the velocity of API-driven 
infrastructure, security and compliance practitioners are 
quickly overwhelmed and something will get missed.

Even the most meticulously hardened cloud environment 
will end up exposed by errors and oversights on the part of 
humans or weak automation tools. This is in large part related 
to the large number of configuration settings, access vectors, 
and access control structures that have to be constantly 

monitored. In fact, 99 percent of cloud security failures will 
be the customer’s fault through 2025, according to recent 
research from Gartner1.

Without the right automation, the risk of making a mistake 
is amplified. This leaves us with a top reason that API-level 
connectivity and control for IaaS and PaaS is important: to 
extend the speed, scale, and consistency benefits of API-
based automation to security and compliance.

APIs help security align with DevOps to 
achieve DevSecOps 
DevOps is the new norm in how applications are developed, 
deployed, and operated. Smart security leaders are seeking 
ways to harmonize security with DevOps methods and 
processes in order to create similar scale and leverage.

API-based automation is a critical pillar at the center of any 
true DevOps shop. Workflows in a DevOps shop are driven 
by automation tools wired together with APIs, right down to 
the way that engineers communicate with one another. When 
a task is expected to be repeated, it’s automated on-the-spot. 
Changes are deployed when ready, typically without human 
intervention or review. These concepts are often foreign to 
security and compliance practitioners and may even seem to 
run counter to risk control objectives.

Collaboration with DevOps teams requires that security and 
compliance teams embrace the DevOps methodologies, 
which in no small part means becoming API-driven. This is 
important to learning how to engage DevOps on their terms, 
achieving the speed and consistency benefits of DevOps-
style automation, and even to ensure common situational 
awareness—if both teams leverage the same APIs, 
consistent awareness will be built-in.

Historically, security vendors have been remiss in providing 
users with rich APIs, making API-driven operations somewhat 
foreign to security teams. The emergence of purpose-built 
cloud security solutions are changing that scene by exposing 

API-driven capabilities to users. This is the very essence of 
API-level connectivity and control capabilities.
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What Is API-level Connectivity and Control for IaaS and PaaS? 
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APIs support continuous monitoring  
to prevent the worst 
Unlike traditional data centers, cloud infrastructure 
environments are designed to be in a constant state of 
change. Compute, storage, networking, and other IaaS 
resources continuously added, removed, and modified by 
automated tools. Resources can be copied or made into 
templates used to scale infrastructure in autoscaling events, 
or just to address general growth. These capabilities  
are powerful.

But such power doesn’t come without risk. Cloud resources 
are often cloned in-place, which means every exposure is 
cloned with them. Automation scripts are not always QA’ed or 
inspected, especially in the heat of an outage situation. One 
vulnerable image or poorly written update script can become 
Typhoid Mary, spreading deadly problems throughout the 
environment very quickly. In other words, the creation of new 
attackable surface areas and exposures without warning 
should be completely expected.

In a recently released white paper, Fidelis shared the nastiest 
mistakes we’ve seen expose IaaS & PaaS environments2. In 
summary, those exposures include:

• Easily hacked administrative credentials

• Exposed data assets

• Weak network access controls

• Unconstrained blast radius

• Poor event logging

The Gartner research¹ mentioned above confirms our own 
experience—issues like these can be prevented. API-level 
connectivity and control for IaaS and PaaS is one of the keys 
to that prevention. That makes these capabilities an important 
part of your cloud security arsenal.

Use Cases for API-level Connectivity and 
Control for IaaS and PaaS 
The simple ability to connect to an API and analyze the data 
found there is a far cry from automating a specific operational 
task at scale, across the environment. In our experience 
working with hundreds of companies on cloud security, the 
most critical question to ask may be “What can I do with it?”

These capabilities can address many use cases, too many to 
list. The most common use cases in which control objectives 
are achieved with API-level connectivity and control include:

Continuous Asset Awareness – API-based discovery and 
inventory of IaaS services and resources—you can’t do any 
of the things below if you don’t know the assets exist.

Point-In-Time Security Assessment – assessment of public 
cloud account security, including the IaaS account itself and 
the security of the services and assets inside the account.

Continuous Security Monitoring – ongoing IaaS environment 
monitoring to detect and evaluate how changes and events 
impact security and compliance posture.

Compliance Auditing & Monitoring – point-in-time evaluation  
of compliance posture against a range of standards (a.k.a. pre-
auditing) or continuous compliance monitoring to surface issues 
as they arise instead of cleaning up right before an audit.

Detect Indicators of Threat & Compromise – attackers  

will use cloud technology to their advantage, leaving cloud 

versions of rootkits and other malicious artifacts as part of 
attacks. With the right API-based automation, indicators 
of these situations can be quickly detected to accelerate 
prevention, isolation, containment, investigation and clean-up.

Automated Issue Remediation – leveraging cloud provider 

APIs to implement automatic remediation for exposures and 
compliance flaws is extremely valuable but often overlooked.
Capturing metadata from provider APIs enables system owners 
to automate the process of zeroing in on and remediating 
problems, creating fully automated remediation capabilities.

Fundamental information security control objectives are still 
requirements in cloud environments. What’s new is how 
these objectives can be achieved consistently, at scale, 
across distributed environments. Well-implemented API-level 
connectivity and control for IaaS and PaaS environments is 
capable of solving these new challenges through efficient, 
effective, and consistent automation.

Why We Believe Fidelis Halo Achieved  
5 of 5 for API-level Connectivity and Control  
for IaaS and PaaS 
Fidelis’s solution is the Fidelis Halo cloud security platform. 
Halo was purpose-built in 2010 to automate security and 
compliance management for servers across public and hybrid 
cloud environments. Since that time, the platform’s evolution 
kept customers ahead of the security needs of new cloud 
technologies. Fidelis Halo now addresses security for server-
based, containerized, and cloud infrastructure environments 
including public, hybrid, and multi-cloud deployments.

Fidelis Halo received the highest score possible (5 out of 5) 
for seven criteria in The Forrester Wave: Cloud Workload 
Security report, including API-level connectivity and control 
for IaaS and PaaS. Fidelis Halo’s public cloud infrastructure 
security capabilities are included in Fidelis Halo Cloud 

Secure™, one of the three major modules of the Fidelis Halo 
platform. The capabilities of Fidelis Halo Cloud Secure are our 
implementation of API-level connectivity and control  
for IaaS and PaaS.

Here’s how we built Fidelis Halo to achieve, in our opinion,  
a level of capability worthy of this independent recognition.
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Key requirements 
In 2010 only the earliest adopters of public cloud  
technologies realized just how different these environments 
really are. Then and now, Fidelis Halo has secured some of 
the largest and most sophisticated public cloud enterprises in 
the world. These experiences gave us a deep understanding 

of the key requirements for successful cloud security, 
including API-level connectivity and control for IaaS and 
PaaS. While other requirements certainly exist, some of the 
most critical include:

Unified capabilities for IaaS, PaaS, servers,  
and containers – IaaS and PaaS services don’t exist in 
isolation. Modern application architectures now combine IaaS 
and PaaS services with server-based and containerization 

technology (some of which is delivered by the provider 
themselves).Looking at components in isolation limits context 
and slows analysis of the overall application environment. 
This makes unification of data and management across 
various types of cloud infrastructure a critical requirement.

Portability across cloud providers – the majority of 
successful digital enterprises use multiple IaaS and PaaS 
providers for availability, cost management, and prevention 
of vendor lockin. Even within a single cloud provider, not all 
regions operate identically; federal and some international 
service regions are good examples. This makes portability 
of API-based capabilities within and across cloud providers 
critical. API compatibility, data normalization, and common 
policy management are just a few of the portability issues that 
are important to a successful deployment.

Scalability – the scale of cloud infrastructure typically 
changes both on a short-term basis (cloudbursting or 
autoscaling events) and in the long term (organic application 
growth, new applications, data center migration). API-level 
connectivity and control capabilities must be able to quickly 
and automatically adapt to changes in infrastructure scale,  
in terms of both functional capacity and licensing.

Automation – changes are programmatically automated in 
cloud and DevOps environments. If security and compliance 
functions are not equally automated, it will be easily outpaced 
by the infrastructure’s rate of change. Automation is needed 
to ensure that security instrumentation is part of the build and 
not something to be added later. Automation also ensures 
consistency and eliminates errors, both critical needs in 
highly dynamic and diverse cloud environments.

Operational Integration – as previously discussed, 

aligning security and DevOps is an important success 
factor that delivers mutual benefit and a stronger overall 
security posture. This requires that security functionality 
and intelligence is automatically delivered to system owner 
workflow tools (e.g. Jira, Slack, Jenkins). These needs 
are complex, especially in larger environments, making  
comprehensive REST APIs, data routing, and other  
operational integrations critical. 

How Fidelis Halo Implements API-level 
Connectivity and Control 
From its inception, the innovations built into the Fidelis Halo  
cloud security platform were designed to address the critical  
needs discussed above. These innovations were recognized  

by ten patents granted between 2013 and 2019 that cover  
various aspects of the Fidelis Halo technology.

Here are just a few of the design decisions and features 
that enable Fidelis Halo’s unification, portability, scalability, 
automation and operational integration for API-level connectivity 
and control:

• Use of existing cloud service provider API access constructs 
for easy, low-friction configuration, including delegated  
access to enable cross-account security management

• Customizable out-of-the-box policy templates supporting 
common security and compliance standards such as PCI  
DSS, CIS Benchmarks, HIPAA, and SOC 2 / SysTrust criteria

• Deep inspection and collection of all cloud resource metadata 
including raw resourceinspection output, user-defined 
resource tags, and platform metadata such as region, 
creation details, etc.

• Fast, scalable, fully automated security analytics capabilities 
that include tracking of initial issue appearance, automated 
detection of remediation, and issue regressions

• Normalized data model that presents disparate IaaS details  
in a common structure and format

• Detailed remediation advice for issues identified,  
presentation of raw assessment data for automation and 
inspection purposes, and instructions to manually verify 
findings if needed

• Bidirectional REST APIs and direct integration with queueing 
services like AWS SQS to enable operational automation and 
direct integration with other security and DevOps tools

• Operational features and integration tools to automate 
deployment, configuration, issue routing, email alerting, and 
bidirectional interaction with operational tools such as Jira  

and Slack

• RBAC and data access features to ensure system owners 
only interact with authorized systems

The list of capabilities above only addresses Fidelis Halo Cloud 
Secure, the Fidelis Halo platform module that implements API-
level connectivity and control.

An exhaustive explanation of every innovation is outside the 
scope of this article. However, Fidelis Halo’s innovations cover a 
much broader range of cloud-related issues including  
assumed-hostile running environments, multitenancy, asset 
cloning, ephemeral workloads, agent security, and more.
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End Notes
1 Gartner, Is the Cloud Secure, 10 Oct 2019

2 Fidelis CloudPassage, The Five Nastiest Mistakes Exposing Public 

Cloud Infrastructure, 28 Sept 2021

http://www.fidelissecurity.com
http://www.fidelissecurity.com
http://www.fidelissecurity.com
https://www.gartner.com/smarterwithgartner/is-the-cloud-secure/?_ga=2.32363319.821182007.1633113662-1379973602.1627942390
https://fidelissecurity.com/wp-content/uploads/2021/09/WP-FiveNastiestMistakes-PCI-0921.pdf
https://fidelissecurity.com/wp-content/uploads/2021/09/WP-FiveNastiestMistakes-PCI-0921.pdf
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Containerization and Container Orchestration Platform Protection
Let’s explore the criterion “containerization and container orchestration platform protection.” Public cloud computing caused 
a seismic shift in how application infrastructure was provisioned and managed. Soon after, another seismic shift opened up 
even more disruptive possibilities—workload containerization.

Today, containerized environments continue to evolve towards even greater levels of speed, flexibility, and dynamic 
operation. The challenge is they can be incredibly complex, especially in advanced use cases.

Solutions that provide container security must be able to address the broad set of tools typically in use, automation of 
change management, integration directly into continuous delivery pipelines, and scaling to handle hundreds of thousands 
to millions of container images and instances. The implementation of containerization and container orchestration platform 
protection is critical to cloud workload security.

About Containerization and Container Orchestration Platform Protection
In the key takeaways section of “The Forrester Wave: Cloud Workload Security, Q4 2019”, Forrester says “Support  
For Containerization And OS-Level Protection Are Key Differentiators” and describes the capability as follows:

Containerization and container orchestration platform protection 
is a set of capabilities that integrate directly into the broad set 
of components that make up a containerized environment and  
automatically discover, inventory, assess, monitor, and control 
these components.

The scope of containerization and container orchestration 
platform protection capabilities typically includes:

• Security for container images at-rest (stored in registries) 
and in-motion (moving through CICD pipelines)

• Security for container runtimes (e.g., Docker) running on 
hosts, pre-configured clusters, container-as-a-service 
(e.g., AWS Elastic Container Service or Elastic Kubernetes 
Service) or runtime-as-a-service (e.g., AWS Lambda)

• Security for container instances launched into runtimes 
(e.g., Azure Container Instances)

• Security for underlying container orchestration platforms 
such as Kubernetes or Mesos

• Security for systems that support containerized 
environments, such as image registries, artifact servers, 
code repositories, and Jenkins hosts

• Security for deployments across public, hybrid, and  
multi-cloud models

Secondary capabilities must include a range of protection 
capabilities not only for the containers themselves but 
also for the images and the runtimes, the ability to handle 
massive numbers of container images and instances, and 
the ability to implement shift-left strategies.

Capabilities to protect runtimes implemented as  
self-operated Docker hosts are particularly important  
to protect because:

• All guest containers on a Docker host share that  

host’s operating system kernel and often other  
common components.

• The Docker host itself contains instrumentation 
with privileged access to the containers and other 

infrastructure (e.g., dockerd, kubectl), so if the  
Docker host itself is compromised, the entire 
environment is compromised.

For now, let’s consider why containerization and container 
orchestration platform protection is important and what 
security and compliance use cases it can address.
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What Is Containerization and Container Orchestration Platform Protection?

“With Kubernetes and Docker becoming de facto container environments mainly deployed on cloud platforms, S&R 
professionals need to be sure that: 1) they scan container images pre-runtime and runtime; 2) there are controls for 
any configuration drifts at the container level; and 3) they monitor network communications and system calls among 
containers as well as between containers and the underlying host operating system. Other differentiators include 
vendor-supplied and constantly updated best practices and compliance templates as well as agentless and agent-
based container architectures.”

We’ll start with our perspective on what these capabilities entail, why they’re important, and what security and compliance 
control objectives they can deliver.

http://www.fidelissecurity.com
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Why Containerization and Container 

Orchestration Platform Protection  
are Important
Containerization has revolutionized application infrastructure. 
Innovations in container platforms now deliver nearly  
unlimited portability, dynamic capacity management, and  
levels of operational automation never before possible.  
These environments continue to evolve towards even greater  
levels of speed, flexibility, and dynamic operation.

Effective container security requires tools with the same  
level of speed, flexibility, and dynamic operation. This  
means automation.

Below are some of the reasons why containerization and 
container orchestration platform protection are essential 
capabilities to have in the security and compliance arsenal.

Preventing a security incident from  
becoming viral 
By now, we all know how quickly someone infected with  
a virus can expose a large number of other people in a  
short time.

Similarly, a vulnerable or otherwise dangerous container image 
can result in hundreds or thousands of exposed container 
instances in the normal course of the image being used.

Running containers are instantiated from static images, much 
like virtual machines from a virtual machine image or AWS EC2 
instances from AMIs (Amazon Machine Images). But containers 
can be instantiated even faster, leaving little to no opportunity for 
security intervention if an image contains dangerous code or has 
been subverted.

This speed means that a single bad image can expose entire 
application environments to attack almost instantly. This risk is 
compounded when other child container images are built on  
top of a bad container image.

Given that every single configuration change to a container 
creates another image, this results in a massive number of 
images (container image sprawl) that could expose the broader 
container environment. A large number of potentially bad 
containers being accessible for instantiation combined with the 
speed of their instantiation can lead to an explosion in  
attackable application surface area.

Preventing a viral security incident is just one of the many 
reasons why containerization and container orchestration 

platform protection is important.

Shifting security to the left by making security 
tests part of the build 
Tremendous gains have been made in enabling continuous 
software delivery by applying the DevOps practice of shifting left. 

In a software testing context shifting left means moving 
application testing and security earlier in the development 
process, which is important here because shifting security 
to the left is key to delivering quality software at speed—as 
it drives teams to start testing earlier in the pipeline and 
ultimately build security into software rather than bolting it 
on at the end.

Containerization, DevOps, and continuous delivery go 

hand in hand.

The key goals of DevOps are to speed up production and 
improve product quality. These make containerization a 
critical component of DevOps and continuous delivery, 
as it helps to increase the stability and reliability of 
applications and makes application management easier.

Containerization also directly supports continuous  

delivery pipeline infrastructure by easily integrating into 
existing processes. 

Continuous delivery of infrastructure depends on 
automated testing to ensure that the application and  
infrastructure it runs on behaves as expected: Within 
each stage, teams use quality gates to assess the quality 
level of an application. These are often referred to as 
gates since the tests have to run clean before the build 
can progress towards production—a failure is known as 
breaking the build and requires the owner of the changes 
(usually a DevOps engineer) to go back and fix what  
they broke.

This testing, or quality gates, is the reason why continuous 
delivery works well. You can focus on specific tests that will 
give you the fastest feedback—and with the right tooling, 
security can be made part of the build, ensuring that 
vulnerabilities never make it to production.

Achieving a shift-left posture by making security testing 
part of the build is a major reason why containerization  
and container orchestration platform protection capabilities 
are important.

Rapid DevOps feedback 
With traditional security approaches, such as vulnerability 

scanners, getting feedback to DevOps teams and other 
system owners takes a long time (days, weeks,  
even months).

Containerized environments often leverage continuous 
delivery and the related automated testing described 
process discussed above.
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Making security part of the build through container 
orchestration platform protection capabilities creates a  
real-time feedback loop for system owners that’s part of 
their day-to-day workflow. Which means that security flaws 
introduced by system owners will be presented to them in real 
time, and they will have to fix them before moving to the next 
stage. This will also result in better education and far fewer 
security flaws making it to production.

Reducing exposures, vulnerability windows,  

and security assurance costs 
Security problems are harder to fix once they’re in production. 
The further they get down the development pipeline, the more 
complicated and costly they are to fix. These difficulties result 
in more people and more time.

Waiting until an issue gets further into the production workflow 
also makes it take longer to be fixed, which means there’s 
a longer vulnerability window—that is, the exposure is in 
production for some period of time while it’s being fixed. 
Additionally, once the software is in testing phase, reproducing 
any defects on a developer’s local environment poses yet 
another time-consuming task.

Implementing processes for detecting early and often can 
be extremely valuable because it cuts down on the potential 
exponential costs of re-work and vulnerability remediation. 
With the right automation, continuous delivery methods enable 
reduction of exposures released into production, reduces 
vulnerability windows, and cuts the overall cost of security 
assurance for containerized environments.

This is a reason why containerization and container 

orchestration platform protection capabilities are essential to 
the effectiveness of these environments.

Prevent attacks on runtime, orchestration,  
and registry layers 
The end-to-end protection of containers in production is also 
critical to avoiding the steep operational and reputational costs 

of potential data breaches.

While there’s myopic focus on the containers themselves, 
they’re just part of the equation.

Comprehensive runtime container security also requires 
securing orchestration systems, which may have vulnerabilities 
creating even more attack surfaces for malicious actors. 
Attackers who are able to penetrate runtimes or orchestration 
layers own the environments they host and/or manage.

Your entire container ecosystem is only as secure as its least 
secure container, and the security of that container is at least 
in part dependent on the registry from which you pulled the 
original container image. 

Compromise of image registries would mean that the very 
source images used to build containerized applications is

compromised. Imagine what they could do by sending out 
pre-compromised software.

These components are critical to protect in addition to the 
running containers themselves. Well rounded containerization 
and container orchestration platform protection capabilities 
are essential for ensuring that applications are protected from 
attacks and exploits throughout as much of the build-shiprun 
lifecycle as possible.

Use Cases for Containerization and  
Container Orchestration Platform Protection
The simple ability to implement containerization and container 
orchestration platform protection is a far cry from automating 
a specific operational task at scale, across an environment.

In our experience working with hundreds of companies on 
cloud security, the most critical question to ask may be  
“What can I do with it?”

The following capabilities can address many use cases, too 
many to list here. The most common use cases in which 
control objectives are achieved with containerization and 
container orchestration platform protection include:

Continuous Asset Awareness – Automated, continuous 
discovery and inventory of IaaS services and resources.  
You can’t do any of the things below if you don’t know the 
assets exist.

Point-in-Time Security Assessment – Assessment of public 
cloud account security, including the IaaS account itself and 
the security of the services and assets inside the account.

Continuous Security Monitoring – Ongoing IaaS 
environment monitoring to detect and evaluate how changes 
and events impact your security and compliance posture.

Compliance Auditing & Monitoring – Point-in-time 
evaluation of compliance posture against a range of 
standards (a.k.a. pre-auditing), or continuous compliance 
monitoring to surface issues as they arise instead of cleaning 
up right before an audit.

Detect Indicators of Threat & Compromise – Attackers 

will use cloud technology to their advantage, leaving cloud 

versions of rootkits and other malicious artifacts as part of 
their attacks. With the right containerization and container 

orchestration platform protection automation, indicators of 
these situations are quickly detected to accelerate prevention, 
isolation, containment, investigation, and clean-up.

Automated Issue Remediation – Leveraging cloud provider 
APIs to implement automatic remediation for exposures 
and compliance flaws is extremely valuable but often 
overlooked. Capturing metadata from provider APIs enables 
system owners to automate the process of zeroing in on and 
remediating problems, creating fully automated  
remediation capabilities.
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Capabilities Needed to Manage  

Information Security Risk in Orchestrated  
Container Environments 
Forrester discusses and evaluates the capabilities needed  

to manage information security risk in orchestrated  
container environments.

In our experience, the capabilities should address  
security for:

Container images at-rest (stored in registries), and  

in-motion (moving through CICD pipelines)

Container runtimes (e.g., Docker) running on hosts,  

pre-configured clusters (e.g., AWS Elastic Container 
Service or Elastic Kubernetes Service), or turnkey 
container- or runtime-as-a-service (e.g., Azure Container 
Instances or AWS Fargate)

Container instances launched into runtimes

Container orchestration platforms such as Kubernetes  
or Mesos

Systems supporting containerized environments, such 

as image registry and artifact servers, code repositories, 
and Jenkins hosts.

Why We Believe Fidelis Halo Achieved  
5 of 5 in the Containerization and Container 
Orchestration Platform Protection Criterion 
Our flagship solution is the Fidelis Halo cloud security 
platform. Fidelis Halo addresses security for server-based, 
containerized, and public cloud infrastructure environments 
including public, hybrid, and multi-cloud deployments.

Fidelis Halo’s containerization and container orchestration 
platform protection capabilities are included in Fidelis Halo 
Container Secure™, one of the three primary services of 
the Fidelis Halo platform. The capabilities of Fidelis Halo 
Container Secure™ are our implementation of security and 
compliance automation for containerized environments. 
Fidelis Halo received the highest possible score (5 out of 5) 
in this criterion.

Here’s how we built Fidelis Halo to achieve a level of 
capability worthy, in our opinion, of this  
independent recognition.

Key requirements that Fidelis Halo is 
designed to address 
In 2010, only the earliest adopters of public cloud 
technologies realized just how different containerized 
environments are. Then and now, some of the largest and 
most sophisticated public cloud enterprises worldwide trust 
Fidelis Halo’s superior container security capabilities. 

Unified Cloud Security – IaaS and PaaS services don’t 
exist in isolation. Modern application architectures now 

combine IaaS and PaaS services with server-based and 
containerization technology (some of which is delivered by 
the provider themselves). Looking at components in isolation 
limits context and slows analysis of the overall application 
environment. This makes the unification of data and 
management across various types of cloud infrastructure a 
critical requirement.

Portability – The majority of successful digital enterprises 
use multiple IaaS and PaaS providers for availability, cost 
management, and prevention of vendor lock-in. Even within 
a single cloud provider, not all regions operate identically; 
federal and some international service regions are good 
examples. This makes portability of capabilities within 
and across cloud providers critical. API compatibility, data 
normalization, and common policy management are just a  
few of the portability issues that are important to a  
successful deployment.

Scalability – The scale of cloud infrastructure typically 
changes both on a short-term basis (cloudbursting 
or autoscaling events) and in the long term (organic 
application growth, new applications, data center 

migration). Containerization and container orchestration 
platform protection capabilities must be able to quickly and 
automatically adapt to changes in infrastructure scale, in 
terms of both functional capacity and licensing.

Automation – Changes are programmatically automated in 
cloud and DevOps environments. If security and compliance 
functions are not equally automated, they will be quickly 
outpaced by the infrastructure’s rate of change. Automation 
is needed to ensure that security instrumentation is part of 
the build and not something to be added later. Automation 
also ensures consistency and eliminates errors, both critical 
needs in highly dynamic and diverse cloud environments.

Operational Integration – As previously discussed, aligning 

security and DevOps is a critical success factor that delivers 
mutual benefit and a stronger overall security posture. 
This requires that security functionality and intelligence are 
automatically delivered to system owner workflow tools (e.g., 
Jira, Slack, Jenkins). These needs are complex, especially 
in larger environments, making comprehensive REST APIs, 
data routing, and other operational integrations critical.

Fidelis was guided by top cloud enterprises to build the 

Fidelis Halo platform with these and similar cloud-specific 
requirements in mind. Below is how Fidelis Halo implements 
containerization and container orchestration platform 
protection, including details on how the platform successfully 
addresses these vital needs.
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How Fidelis Halo implements containerization and container orchestration platform protection 
From its inception, the innovations built into the Fidelis Halo cloud security platform address the critical needs discussed 
above. These innovations are recognized by 11 patents granted between 2013 and 2020 that cover various aspects of the 
Fidelis Halo technology.

Below are just a few of the design decisions and features that enable Fidelis Halo’s unification, portability, scalability, 
automation, and operational integration for containerization and container orchestration protection:

The list of capabilities above only addresses Fidelis Halo Container Secure, the Fidelis Halo platform service that implements 
API-level connectivity and control.

An exhaustive explanation of every innovation is outside the scope of this article. However, Fidelis Halo’s innovations cover 
a much broader range of cloud-related issues, including assumed-hostile running environments, multitenancy, asset cloning, 
ephemeral workloads, agent security, and more.
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• Docker host and Kubernetes nodes protecting using low-
friction, low-impact microagent (2MB in memory)—same 
agent for server, Docker host, and Kubernetes node 
security—all the agent features like automatic upgrade, no 
listening port to attack, patented agent and communication 
security, outbound-only heartbeat communication  
protocol, etc.

• Customizable out-of-the-box policy templates for Docker 
hosts and Kubernetes nodes that supporting common 
security and compliance standards such as PCI DSS,  
CIS Benchmarks, HIPAA, and SOC 2 / SysTrust criteria  
for Docker

• Deep inspection and collection of container host metadata 
including raw Docker-inspect output, image source, 
identification of unknown or rogue containers, etc.

• Fast, scalable, fully automated security analytics 
capabilities that include tracking of initial issue appearance, 
automated detection of remediation,  
and issue regressions

• Detailed remediation advice for issues identified, 
presentation of raw assessment data for automation 
and inspection purposes, and instructions to manually 
verify findings if needed

• Bidirectional REST APIs and direct integration with 
queueing services like AWS SQS to enable operational 
automation and direct integration with other security 
and DevOps tools

• Operational features and integration tools to automate 
deployment, configuration, issue routing, email alerting, 
and bidirectional interaction with operational tools such 

as Jira and Slack

• RBAC and data access features to ensure system 
owners only interact with authorized systems

http://www.fidelissecurity.com
http://www.fidelissecurity.com
http://www.fidelissecurity.com
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Scalability of Protected Cloud Instances and Protected Containers
In this section of our series on the Forrester Wave report, we explore two more criteria for which Fidelis Halo received the 
highest scores possible, “Scalability: protected cloud instances” and “Scalability: protected containers.” We will share our 
thoughts on what scalable cloud workload security means, why it’s important, and why we believe Fidelis Halo received  
5 out of 5 in these two criteria.

Enterprises want the speed and scalability offered by cloud infrastructure but often cite security and compliance as 
primary inhibitors of adoption. To eliminate these inhibitors, cloud workload security solutions require the same automatic, 
transparent scalability of the cloud environments they protect. Forrester punctuated this need for scalable cloud workload 
security by recommending that buyers seek solutions capable of “scalable deployment of protection to a large number of 
workloads without interruption.”

Scalability becomes a key requirement for security operations as instantly scalable cloud infrastructure becomes the norm 
for application hosting. Cloud environments can scale up rapidly and dramatically, which can easily overwhelm security 
solutions not designed for these kinds of operations. Cloud security platforms must be able to scale in lockstep and 
instantaneously secure new assets, and they must do it with zero operational overhead.

Let’s take a look at what “Scalable Cloud Workload Security” means and why it’s important.

Cloud computing has become the new normal for enterprises 
as the benefits of IaaS are realized and scaled. Higher agility, 
faster and easier deployment, and scalability are just a few 
of these benefits. As cloud computing environments rapidly 
scale up and down automatically, security must be equally  
as scalable and automated to keep up with the rate of 
change. This is an extreme requirement that cannot be 
fulfilled by legacy security tools and approaches built for  
a different time.

Security and compliance stakeholders must recognize two 
key dimensions of scalability that cloud security solutions 
must address as their enterprise clouds grow:

• Short-term cloud scaling operations (e.g. cloudbursting, 
autoscaling, microservice orchestration) require security 
capabilities that can scale as rapidly as the servers, 

containers, and IaaS resources they protect.

• Long-term cloud growth as more enterprise workloads 
migrate to IaaS require security capabilities that can  
grow without encountering technical, operational, or  

economic limitations.

Clearly there’s a need for scalable cloud workload security 
solutions that can automatically adjust their scale to keep 
pace with the underlying cloud infrastructure.

How scalability can challenge cloud security 

and compliance 
One of the great advantages of cloud infrastructure is the 
ability to size infrastructure iteratively to address current and 
future needs. Projects can be deployed without large upfront 
costs or risky predictions, instead starting at limited scale 
and adding just-in-time resources as growth dictates. As 
enterprises see pockets of early success with cloud

infrastructure, every business unit will want to reap  
the benefits.

The ability to create and scale nearly instantly brings 

many benefits but creates challenges for security 
and compliance. Here are some of the most common 
challenges that we’ve built Fidelis Halo to address.

Legacy tools can’t keep up with  
technical cloud scale 
The technical characteristics of cloud infrastructure are 
markedly different from traditional datacenter hosting 
environments. Legacy tools were built under a different 
set of assumptions and premises that leaves them unable 
to function well, if at all, in cloud computing environments. 
Many of these challenges are directly related to scale.

For example, a single data center server is often 
redeployed as multiple smaller server instances in IaaS, 
core to the concept of cloud computing’s horizontal 
scalability. This means there are more individual operating 
systems, configurations, etc. to manage. In many cases 
cloud server instances are often ephemeral and are 
recycled far more frequently than traditional bare-metal 
hosts or virtual machines, creating more overhead for 
security tools. In addition, IP addresses change often in 
cloud environments, creating ripple effects on network-
centric security tools and often breaking policies and 
other IP-centric control constructs. These are all changes 
that extract more processing and compute demands. 
Bottom line, there’s no place in the virtualized world of 
cloud computing for the hardware-based acceleration that 
traditional security tools depended upon to scale.
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What Scalable Cloud Workload Security is and Why it is Important
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While these and other technical scalability factors cause 
legacy security tools to fail in cloud environments, they drive 
the successful cloud workload protection programs that are 
built on cloudpurposed solutions designed to address them. 

Cloud security operations cannot scale  

without automation
There are also significant operational differences between 
legacy environments and cloud computing that drive the  
need for scalable cloud workload security. DevOps and 
continuous delivery, which go hand-in-hand with cloud 

infrastructure, can create serious security and compliance 
operational disruptions.

• Cloud infrastructure is software-defined and instantly 
scalable, making the volume and speed of changes 
orders of magnitude greater than traditional environments.

• Automation toolchains that implement continuous 
deployment amplify this new level of operational speed 
and scale.

• DevOps teams are now often very autonomous and 
embedded within business units, meaning traditionally 
regimented operational processes are often eschewed.

• The rapidly expanding universe of cloud services also 
drives operational challenges—the sheer number of 
diverse technologies that a central security organization 

must address is staggering.

• Instrumenting cloud security components requires  
direct integration into infrastructure templates and  
build-time automation before security controls can even  
be deployed.

Automation is the lynchpin to successful execution in these 
diverse, distributed, and dynamic cloud environments.

Securing these environments also requires deep automation, 
as failure to adapt security operations to these new realities 
results in a dangerous inability to keep up. Success in these 

new environments requires cloud workload security platforms 
with the deep automation capabilities needed to enable 
operational scale.

Traditional collaboration doesn’t scale  
for distributed DevOps organizations 
Scalability problems can come from surprising  
sources—even organizational shifts. The structured,  
one-to-one cooperation between centralized security and 

operations teams is gone, and the new one-to-many model 
can create massive scalability strain if not handled properly.

Traditional organizations were established with a central 

IT organization at their core with subunits specializing 
in development, hosting operations, security, end-user 
computing, and so on. This centralized structure often 
resulted in well-defined, disciplined operations enforced by

central IT executive management, with its rules of 
engagement and associated expectations well-understood.

The advent of DevOps, supplanted this regimented 
machinery with many small DevOps teams, very often 
reporting into distributed business units with their own 

priorities. This results in central security organizations 

being forced to cast a new model for communication and 
collaboration without the luxury of common executive 
authority. The independent nature of DevOps means that 
every team can be dramatically different. That may require 
InfoSec to have an individual approach for successfully 
interacting with each one of them.

Gone are the days of sending emails, PDFs, and 
spreadsheets to system owners. For scalable cloud 
workload security, DevOps teams want collaboration to 
happen in-line with their existing tools and processes. 

Slow-moving legacy approaches to collaboration impact 
their operational speed, something that’s tolerated at best 
and rejected at worst. Cloud security platforms must be 
designed with this reality in mind and provide methods 
for InfoSec to deliver automatable data to DevOps teams 
within their existing tools and workflows.

With the cloud security importance and challenges in 
mind, we’ll turn to sharing our thoughts on Forrester’s 
assessment of the Fidelis Halo platform and our scalable 
cloud workload security.

Why We Believe Fidelis Halo Received  
5 out of 5 in Forrester’s Criteria for Cloud 
Instance and Container Security Scalability
Fidelis Halo automates security and compliance 
management for servers across public and hybrid  
cloud environments. 

The Fidelis Halo platform unifies security for server-based, 
containerized, and IaaS/PaaS services across any mix  
of public, private, hybrid, and multi-cloud deployments. 

Fidelis Halo customer deployments range in scale from 
a single cloud stack with a few assets to thousands of 
development and production stacks with millions of assets. 
Our largest scaling event involved 40,000 servers per hour. 

Fidelis Halo’s transparent scalability and comprehensive 
capabilities give you the ability to address rapidly emerging 
cloud security needs and prevent security from impeding 
progress. The fast, lightweight architecture, designed for 
transparent scalability, automates temporary scale-up 
operations and simplifies long-term growth.
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The Fidelis Halo platform’s architecture combines auto-
scaling microservices, batch processing, streaming data 
analytics, SQL and NoSQL data stores, and cloud object 
storage, and is hosted 100% in public IaaS. 

Security analytics and  

orchestration environment
The core of the Fidelis Halo platform is the Fidelis Halo 
cloud, a security analytics and orchestration environment 
that performs security analysis, control orchestration, 
and compliance monitoring for millions of cloud assets 
simultaneously. The Fidelis Halo cloud receives continuous 
telemetry, state, and event data from lightweight microagents 
and API connectors deployed across the user’s  
cloud environments.

Autoscaling microservices
Telemetry and scan payloads are processed by highly 
efficient, purpose-built, autoscaling microservices. Based 
on user configurations, Fidelis Halo’s security microservices 
take actions such as generating scan findings, analyzing 
cloud security events, executing REST API commands, 
or triggering other security automation microservices to 
generate and deliver intelligence, orchestrate distributed 

control and policy updates, perform situationally-specific 
interrogation of assets cloud-wide, and more.

Patented command and control model
Fidelis Halo monitors millions of cloud resources 
simultaneously using this patented command-and-control 
model. Fidelis Halo automates many recurring and ad-hoc 
security operational tasks.

Automated deployment and workflows are 
required for scalable cloud workload security
Fidelis Halo’s comprehensive automation builds security 
into the continuous deployment pipelines and automates 
workflows between security and development—critical for 
scalable cloud workload security.

Fidelis Halo microagents and API connectors are designed 
for quick and easy deployment using existing automation 
tools. Fidelis Halo microagents transparently support server 
autoscaling (a.k.a. cloudbursting), cloning, and migration 
between environments, and thus can support scalable cloud 
workload security.

Integration with existing automation tools is accomplished 
through the Fidelis Halo REST API, recognized as the 
industry’s most complete fully bi-directional API. Through 
the API, Fidelis Halo is able to fully integrate with leading 
infrastructure automation tools for easy implementation and 
automated operation.

The API can use data from Fidelis Halo to open a ticket 
in ticketing tools such as Jira or ServiceNow, export data 

to common SIEMs, and create an Ansible playbook to 
remediate vulnerable packages.

This allows teams to implement frictionless security 
by enabling security, IT, and DevOps to integrate and 
automate security into DevOps processes and continuous 
deployment pipelines while fostering collaboration between 
InfoSec and development or DevOps.

Automatic application of policy controls
Another important aspect of scalable cloud workload 
security is how the security controls themselves support 
scalability. Fidelis Halo unifies a broad range of security 
controls across servers, containers, and public cloud 

infrastructure. Fidelis Halo provides more than 150 
security policies with thousands of rules to cover various 
asset types, operating systems, common applications, 
and security best practices. These policies are assigned 

to groups, and when new assets within that group come 
online, they are automatically assessed based on the 
assigned policies, with no manual intervention.

Autoscaling and cloud-bursting support
Fidelis Halo automatically deploys, configures, inventories, 
interrogates, assesses, and initiates monitoring of new 
servers and containers without user intervention, for  
server cloning and autoscaling. Fidelis Halo:

• Handles cloud-bursting and autoscaling events by 

automatically detecting and instrumenting, monitoring, 
and protecting new cloud assets as they come online

• Retains information on ephemeral workloads as you 
scale back down for assets that were not long-lived

Scalable licensing model
Fidelis Halo offers a subscription model that aligns with 
the subscription models of cloud security providers. The 
Fidelis Halo licensing model is designed for dynamic cloud 
environments so that you pay for only what you need; it is:

• Consumption-based with complete user flexibility in 
license allocation

• Based on cloud assets protected to make budget 
forecasting predictable

• On-demand when needed, with license bursting  
to address temporary infrastructure scale-up  
events transparently
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Scalable Cloud Workload Security Conclusion
In summary, we believe Fidelis Halo received the highest 
scores possible in both the “Scalability: protected cloud 

instances” and “Scalability: protected containers” criteria in the 
“Forrester Wave: Cloud Workload Security, Q4 2019” report 
because the capabilities described above, when combined 
into one unified platform, support the following common 
characteristics of cloud adoption.

Organic application growth 
The cloud infrastructure for a new application typically  
starts small and grows, often very quickly.  
With Fidelis Halo:

• DevOps teams can acquire only the infrastructure they  
need to get started, then grow their environment as 
application demand mounts.

• As asset count grows and new application functionality  
is developed and deployed, every asset is  

automatically secured.

• Security and compliance can grow along with organic 
application growth, easily and without disruption.

Viral cloud adoption 
When larger enterprises see initial success with cloud 

computing, adoption will go viral as more business units will 
want to migrate or build greenfield applications to reap the 
benefits of the cloud.  
With Fidelis Halo: 

• Security teams will not have to worry about the number of 
cloud environments or autonomous DevOps teams because 
Fidelis Halo can automate instrumenting them for security.

• Security teams can handle dramatic environment growth 
and organizational shift.

Autoscaling applications 
One of the core benefits of cloud-based application 
infrastructure is the ability for application components  
to autoscale, but with autoscaling, the number of infrastructure 
assets in an application environment can multiply many  
times over.  
With Fidelis Halo:

• Autoscaling won’t require any manual effort to scale security 
tools in concert with the underlying environment.

• Securing all assets associated with autoscaling events is 

transparent and automated.
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Fidelis Cybersecurity, the industry innovator in proactive cyber defense solutions, safeguards modern IT environments with unparalleled 
detection, deception, response, cloud security, and compliance capabilities. We offer full visibility across hybrid environments via deep, 
dynamic visibility and asset discovery, multi-faceted context and risk assessment. These features help minimize attackable surface 
areas, automate exposure prevention, threat detection, and incident response, and provide the context, accuracy, speed, and portability 
security professionals need to find and neutralize adversaries earlier in the attack lifecycle. With Fidelis, organizations emerge stronger 
and more secure. Fidelis is trusted by many top commercial, enterprise, and government agencies worldwide. For more information, 
please visit www.fidelissecurity.com

About Fidelis Cybersecurity
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The Centralized Agent Framework
Cloud Security Requires a New Approach to Proven Strategies
The criterion of “Centralized agent framework plans” was placed in the “Strategy” section of the Forrester Wave: Cloud 
Workload Security, Q419 report. Considering only one vendor had anything substantial for this critical requirement, it only 
seems fair. And that one vendor—Fidelis CloudPassage—had implemented this future strategy requirement years ago.

From the start, Fidelis Halo delivered a superior agent architecture with a minimal footprint and slim resource requirements. 
Our centralized agent framework allowed for a simplified, lightweight microagent design, and has been foundational to 
Fidelis Halo, and has been in the product since its inception.

Here’s why we believe Fidelis Halo scored 5.0 out of 5.0 in the Centralized Agent Framework Plans criterion:

Fidelis Halo has always been a  

centralized framework 
Fidelis Halo’s microagents take an unconventional approach 
to security analytics by employing a commandand-control 
architecture. The Fidelis Halo microagents take instruction 
from the Fidelis Halo Cloud—our centralized framework—
conduct scans and report back to the Fidelis Halo Cloud. Our 

Fidelis Halo Cloud centralized framework does the bulk of the 
processing in the cloud, and the result is a microagent that 
takes minimal space, won’t impact processing, and doesn’t 
inflate your cloud budget.

There are no complex agent matrices 
Many of our competitors require you to keep up with a 
complex, often-changing matrix of agents that map to 
operating systems and patch levels. With Fidelis Halo, you 
choose one of two microagents: Windows, or Linux. These 
microagents are updated approximately once per year, and 
Fidelis Halo can auto-update them across your environment. 
That means you can make the Fidelis Halo microagent part 
of your gold standard for provisioning, and know that security 
will always be installed as part of the build and kept up to 
date without additional operational overhead.

Fidelis Halo is flexible and scalable 
Due to its elegant design, the Fidelis Halo microagent  
can be deployed on server-based, containerized, and  

bare-metal environments. That means unified security that 
spans your public, hybrid, and multi-cloud infrastructure. And 
with automated Fidelis Halo microagent installation, your 
security solution scales in step with your cloud architecture  

as it grows and changes.

Fidelis Halo goes beyond  

unique—it’s patented 
We’ve been granted 11 patents for our singularly unique 
agent architecture, and we are continually innovating on  

top of our battle-tested and industry-proven centralized  
agent framework.

Fidelis Halo is made for the cloud 
Traditional security platforms can’t keep up with the 
ephemeral nature of cloud computing. Fidelis Halo isn’t 
a legacy product trying to retrofit—it was born in the 
cloud, made to unify security across public, hybrid, and  
multi-cloud environments, and proven in the industry  
as best-in-class cloud security.

Learn More About Fidelis Halo

Register for a Fidelis Halo free trial

www.cloudpassage.com/cloudpassage-halo-free-trial/

Check out the Fidelis Halo REST API:
https://api-doc.cloudpassage.com/help

See what’s in the Fidelis Halo Toolbox:
https://cloudpassage.github.io/halo-toolbox/

Browse the Python SDK for Fidelis Halo:
https://github.com/cloudpassage/cloudpassage-halo-
python-sdk
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What Is Zero Trust?

An imperative

The accelerated move to the cloud, increased use of BYOD, IoT and shadow IT, and an abrupt shift to working from home 

have exponentially complicated the IT security landscape. Cybersecurity professionals must provide secure access to company 

resources from any location and asset, protected interactions with business partners, and shield client-server and inter-server 

communications from malicious or unauthorized usage.

At the same time, adversaries are more sophisticated and targeted in their approach. As a result, they are infiltrating deeper, 
dwelling longer, imposing an incalculable cost, and doing significantly more damage.

As organizations look to defend increasingly complex IT environments against more sophisticated threat actors, the concept of a 

Zero Trust Architecture (ZTA) is growing in prominence and prevalence. Several high-profile cyber intrusion events involving the 
software supply in 2020 led NSA and DISA to issue guidance specifically recommending that US government organizations and 
their industry partners implement ZTA to combat active threats to systems and data. The White House recently issued  

similar guidance.

Zero Trust architectures protect critical assets (data) in real-time within modern, dynamic threat environments by fortifying data 

access controls. This architectural approach is built on the assumption that an intruder may already be on the network. Specifically, 
Zero Trust takes the position that every person, place, or thing accessing the network and services is untrustworthy until proven 

otherwise.  The strategy assumes every access request is an attempted breach. Zero Trust requires explicit verification of the 
security status of identity, as well as proof of authorization for access to endpoints, networks, applications, and other resources, 

based on all available signals and data, including potential risk. And, once trusted access is established, a Zero Trust Architecture 

continues to verify to safeguard data, systems and services by continuous and pervasive visibility and monitoring coupled with 

detection and response to threats. Implemented properly, ZTA can help reduce breach risk and speed detection times, ease 

compliance auditing, and better protect company data.

To accomplish the goals of ZTA, trust is granted at a much more granular level than in traditional access architectures. 

Transactions, including direct user and programmatic authorization and access requests, are allowed to proceed only after identity 

and authorization is verified, and verification happens repeatedly.  ZTA tactically employs continuous monitoring and review of the 
risk environment by implementing multiple access control points and authorization challenges beyond session initialization. This 

re-verification process helps detect changes in the context of each request and maintains a running risk analysis throughout each 
access session. This is where Fidelis Cybersecurity can really help.

Assume Breach Verify Explicitly
Use Least 
Privileged Access
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Zero Trust in Action
In today’s agile, fast-moving, widely distributed, and ephemeral environments, 

including multi-cloud and containerized data management and application 

environments, the continuous nature of access monitoring employed by ZTA 

is a critical component of threat management. New and emerging threats take 

advantage of modern infra-structures that aren’t protected by Zero Trust controls. 

Some of the common threat scenarios that ZTA helps secure include:

Insider Threats: Traditional identity and access management strategies operate 

on the idea of least privilege access, where a user who is authenticated inside the 

firewall is generally considered safe. However, the biggest threat to cybersecurity 
is your employees. Nearly 70% of enterprises state that they are worried about an 

inside cyberattack. ZTA handles the insider threat by continually verifying a user’s 

access to the system and challenging each request to data and applications to 

ensure roles and authorization.

Data Loss Prevention (DLP): As more data is stored in the cloud and on 

endpoint devices, and data growth compounds exponentially, companies need 

effective strategies for monitoring data at rest, in use, and in transit, along with 

handling requests that come from both within and outside the corporate firewall. 
When it comes to detecting data loss, suspicious user behaviors and anomalous 

access patterns are your primary indicators of threat. An effective ZTA strategy 

monitors each data access request, even after a user or process has been 

authenticated, and tracks usage patterns, so anomalies are detected in real-time. 

With actionable threat- and behavior-based analytics, you can detect attacks 

earlier in the attack lifecycle with greater confidence.

Changing Risks: Cyber threats are a constantly evolving and shifting 

landscape, and your ZTA needs to be flexible enough to handle changing risks. 
Malware, vulnerabilities, phishing attempts, and more add new elements and 

adversaries that need to be detected, caught, managed, and eradicated before 

they can damage your environment or steal your data or IP. Stopping outside 

or anomalous attacks are only half of the strategy; ZTA must also account for 

viruses and phishing attacks that take advantage of the users and accounts that 

have trusted and verified access to your data and applications. In these cases, 
it’s imperative that you have automated detection of suspicious activity that alerts 

your SOC or system owners as it happens.

Get Started 

Zero Trust’s appeal lies in its ability to keep pace with continually evolving threats and risks. Therefore, ZTA has become 

a digital transformation imperative across companies of all sizes, and from every industry. Whether you implement ZTA 

alongside a new project or take a critical-projects-first perspective, overlaying identity and authentication enforcement 
alone does not lead to a secure Zero Trust-based IT ecosystem. 

To capitalize on the full benefits of ZTA, you must have exceptional visibility and control, enterprise-wide. You also 
need sensors in the path of all avenues in and out of your enterprise — including endpoint, cloud, and all shadow IT. 

A comprehensive ZTA strategy ensures that new and evolving systems and workloads are inventoried, interrogated, 

and validated against your security standards. A comprehensive, enterprise-wide ZTA also includes continuous risk 

assessment, dynamic threat monitoring, comprehensive data governance, and a proactive cyber defense strategy that 

keeps you ahead of the threat.

Neutralize Threats  
with Fidelis Cybersecurity

Full situational awareness  

Gain continuous,  

contextual visibility.

Proactive cyber defense 

Engage earlier in the  

attack lifecycle.

Dynamic threat monitoring 

Detect and respond at line speed.

Threat-focused analytics 

Identify and correlate events and 

their context.

Asset risk analysis  

Understand the risk of an asset 
and user before and after  

trusting access.
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Fidelis Cybersecurity & Zero Trust

Fidelis Elevate® is an eXtended Detection and Response 

(XDR) platform that aligns with the NIST framework in SP 800-

207 and enables the rapid transition of enterprise infrastructure 

to Zero Trust principles. Fidelis Elevate is the only active 

cyber-defense platform that integrates Deception technologies 

with detection and response on endpoint, network and cloud 

to change the hunt/detect game and defend against modern, 

advanced persistent attacks from adversaries. The integrated 

deception technologies in this Active XDR platform enable 

SOC teams to continually tune defenses and neutralize threats 

before they can cause damage to business operations. These 

capabilities are critical in the Zero Trust architecture to enable 

monitoring and compliance functions. One of the tenets of a 

Zero Trust Architecture is ‘Never Trust, Always Verify.’ Fidelis 

Cybersecurity provides the verification of the Zero Trust 
access enforcement itself to make sure that the Zero Trust 

controls are working as designed and not compromised by 

misconfiguration, exploits, advanced attackers or  
insider threats.

Additionally, Fidelis CloudPassage Halo® provides continuous 

compliance for cloud administrative accounts, enforcing ZTA 

best practices in dynamic, containerized and highly agile cloud 

environments. Fidelis Halo monitors for weak passwords, 

disabled multi-factor authentication, overly permissive 

administrative accounts, stale accounts, and more, keeping 

the cloud perimeter secured at the administrative account 

level. As new cloud accounts come online in an environment, 

Fidelis Halo automatically detects and alerts on violations to 

the ZTA configuration standards and can automatically disable 
accounts until they are made secure by the SOC team.

Enterprise-wide visibility
Fidelis provides continuous, real-time visibility through 

an integrated security stack across and within endpoints, 

networks, users and cloud assets, accounts, and workloads. 

Fidelis Elevate features deep, contextual visibility and 

advanced cyber terrain mapping to show exactly where 

data lives and how it moves across your environment. This 

continuous attack surface mapping provides a detailed real-

time inventory of your IT resources, including configuration 
and patch levels. It also details the architecture and potential 

exposure to external influences, such as the public internet 
or 3rd party organizations. Fidelis solutions complement IAM 

solutions with verification of access controls and identifying 
circumvention as well as trusted insider threats. The visibility 

Fidelis Cybersecurity provides play an essential role in 

realizing a Zero Trust Architecture.

Continuous risk assessment
Fidelis Elevate ensures user and asset risk verification is 
done continuously to identify coverage gaps that may have 

gone unnoticed or that are introduced through entropy, 

configuration changes, or access control errors introduced in 
the environment. Fidelis Elevate assures adherence to Zero  

Trust principles by enabling a “watch the watchers” approach 

that repeatedly inspects and decodes all user access requests 

in the architecture. Additionally, Fidelis employs log-based 

intrusion detection and multiple layers of threat management 

for focused analytics that help identify and correlate suspicious 

and anomalous events and provide context surrounding the 

events. Ultimately, Fidelis provides an enterprise with a way  
to validate that the Zero Trust infrastructure is working—or  

not—at real-time cyber speed.

Fidelis Halo offers an additional layer of protection with 

continual log-based intrusion detection and file integrity 
monitoring, configuration monitoring, and vulnerability 
management. By watching access points and assets, security 

teams can protect IT infrastructure from end-to-end while 

providing actionable intelligence for the SOC.

Transactional monitoring
Fidelis Elevate enables security teams to monitor all ports 

and all protocols from the network up to the application 

level. It allows users to monitor individual connections and 

transactions, decode the contents of the transaction up 

to the application level, and filter or block a transaction if 
the contents of the transaction violate network policy. For 

example, in traditional environments, email transactions 

are not well covered—users can download and send any 

attachment they want. If the content of an email violates  

DLP policy, Fidelis can block sending the email.

Dynamic threat monitoring
The Fidelis Elevate platform integrates intelligence feeds 

and anomaly detection for network, endpoint, and deception 

defenses to deliver holistic visibility and control. This unified 
active XDR platform helps shorten mean-time-to-detection 

and discovery of an attacker living within inevitable seams 

that exist during transition or introduced unwittingly 

over time. Powerful machine-learning analytics running 

against rich network and endpoint metadata help detect, 

hunt, and respond to advanced threats—in real-time and 

retrospectively—at every step of an attack, keeping  

business operations and data safe.



Fidelis Cybersecurity, the industry innovator in proactive cyber defense solutions, safeguards modern IT 

environments with unparalleled detection, deception, response, cloud security, and compliance 

capabilities. We offer full visibility across hybrid environments via deep, dynamic visibility and asset 

discovery, multi-faceted context and risk assessment. These features help minimize attackable surface 

areas, automate exposure prevention, threat detection, and incident response, and provide the context, 

accuracy, speed, and portability security professionals need to find and neutralize adversaries earlier in 
the attack lifecycle. With Fidelis, organizations emerge stronger and more secure. Fidelis is trusted by 

many top commercial, enterprise, and government agencies worldwide. For more information, please 

visit www.fidelissecurity.com

About Fidelis Cybersecurity
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Fidelis Elevate Bolsters your Zero Trust Architecture in Three Ways

Data governance
Fidelis Elevate adds controls for Data Loss Prevention 

that are part of the Data Governance function in the Zero 

Trust Architecture to help protect data from loss, misuse, or 

unauthorized access. With Fidelis Elevate, you protect data 

without slowing down business operation by harnessing 

insights from each data access request and understanding 

the risk and value associated with each. You’ll gain a greater 

understanding of who is accessing, sending, and receiving 

data, and what types of data each user is accessing. With 

both user access patterns and threat-based analytics, 

you can better ensure least-privilege access, secure data 

transfers, and detect many indicators of data loss, including 

unauthorized access, exfiltration, and unintended or 
negligent data exposure.

Learn more about  

Fidelis Cybersecurity

Predictive Defense

• Identify interesting events  

and activities to help focus and 

direct threat hunter activities 

where they should be looking. 

Threat intelligence keeps these 

threat hunters and automated 

attack detection rule  

sets current.

• At the same time, frameworks 

like MITRE ATT&CK help 

analysts string together 

seemingly random events and 

put them in the context of a 

broader attack campaign.

Proactive Defense

• Adding smart Deception in your 

environment with decoy assets 

and users.

• Gaining pervasive and 

continuous visibility on your 

terrain with identification and 
tracking of assets as well as 

assessment of risk on the terrain.

• Enabling threat hunting within 

your environment  through the 

lens of an attacker — to detect, 

investigate, analyze, mitigate, 

and track anomalous activity for 

threats that might have  

breached perimeter defense.

Retrospective Analysis

• Apply threat intelligence  

based on newly identified 
threats against historical 

metadata—automatically and 

continuously to flag a past 
compromise. Security analysts 

can then apply proactive defense 

and response techniques to 

eradicate the attacker.
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Proactive Cyber Defense
As evidenced by major attacks, such as those on SolarWinds 

and Microsoft Exchange, sophisticated adversaries are adept 

at disguising attacks and bypassing traditional defenses. A 

proactive cyber defense strategy, including proactive, predictive, 

and retrospective cybersecurity functions, have a better chance 

of keeping up with emerging and evolving threats. A Zero Trust 

Architecture fortified by Fidelis Elevate, proactively shifts users 
to an active defense where they can detect and respond to 

cyber threats earlier in the attack lifecycle and before significant 
damage can be done.

Zero Trust architectures are critical to better safeguarding your 

environment. Fidelis solutions (including Fidelis Elevate and 

Fidelis Halo) are essential foundational elements of any  

Zero Trust Architecture.

https://fidelissecurity.com/
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